
Broken Access Control



Broken Access Control

● Access or modify information beyond limits.

→ Access or modify user info without logging in.
→ Access or modify info that belongs to another user.
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● Insecure Direct Object Reference.

→ Objects are accessed directly based on user input.
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Target

Web Server

GET /admin HTTP/2.0
Host: webserver.com
Cookie: session=c4m
………
Connection: close



TRACE /admin HTTP/2.0
Host: webserver.com
Cookie: session=c4m
………
Connection: close
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Proxy

TRACE /admin HTTP/2.0
Host: webserver.com
Cookie: session=c4m
………
Connection: close

TRACE /admin HTTP/2.0
Host: webserver.com
Cookie: session=c4m
………
Extra Headers
Connection: close
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